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= Component failures require support of checkpoint/restart (C/R) = Redundancy for HPC applications provides more than just fail-stop protection " Whatis the impact of a just one bit-flip?
= Node or switch failure = application fails 0 The framework for providing redundancy also provides a platform to both O Run RedMPI with dual redundancy, but disable protection & track live execution
F;“” protect applications and investigate the effects of faults O One set of correct replicas as control, one set tainted with an SDC injecti?pi ;
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. . . . . . 1x: Uninstrumented Open MPI (No Redundancy)
O Hash mismatch triggers secondary voting protocol amongst receiving replicas 2x: RedMP| with Dual Redundancy

3x: RedMPI with Triple Redundancy

= 2x redundancy may be beneficial now: at 78,536 processes, two dual Application I —
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O This corrupts the sender’s memory and spreads to peers as incorrect MPI
= Another class of fault: Silent Data Corruption (SDC) messages CONCLUSIONS
= SDC faults manifest themselves as bit-flips in storage or even within processing —
TR e Receiver
cores OIOTIRIT Repica: 0 For large systems, C/R + redundancy increases job throughout
O In some cases bit-flips are not correctable or even detected e ortaren 01101131 | fepien 1 = Redundancy is cheap in terms of software overhead
O Exacerbating this situation, when SDC goes undetected invalid results are st ontontor R — = Application sensitivity to soft errors may be very high
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reported = SDC protection comes free as redundancy is used to increase system resilience
e Memory becomes corrupt, but applications continue to run | | | O RedMPI can successfully protect applications from SDC faults and continue
o , ) . Third bit is permanently flipped in Receivers detect corruption and may retain only ) )
 Thisis a severe problem for today’s large-scale simulations sender’s buffer — passed on to the correct message o execution to a successful, correct completion
T (Protection may be disabled to track application
progress in the face of faults)
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